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Searchinform Data Loss Prevention System

Controlling Data Leakage Channels

Today, infor mation is one of the critical assets for success and prosperity of
your business. On average, a data leak costs around 5,3 M USD to the
information owner

What are the major data leak channels? There are several data transfer
links: e -mail, social network s (Facebook, Twitter, etc.), Internet message
boards, web blogs, instant messengers (ICQ, MSN, Jabber, etc.), removable
media, mobile devices, printers, FTP servers, and Skype

If you do not control the above -mentioned channels or control only one or
twodata transmission | inks, your company’ s
easily transmitted to rival companies

State -of-the -art information security system should allow all data
communication channels, and at the same time intercept and analyse data
flows tra nsmitted over these channels. Integrated approach to information
security is impossible even if only one potential data leak channel is not
controlled .

Searchinform Data Loss Prevention (DLP) protects your business from
losses resulting from data leakage S.

Searchinform Data L oss Prevention is a recognised leader in the DLP
market in Russia and CIS. The product is used in many large
companies working in almost any sector — from banking to
engineering.

This software solution allows efficient control of data links at all levels
— from every single user's workstation to LAN servers. All information
transmitted over the Internet is also controlled.

Searchinform DLP has a multi -component architecture, i.e. a
customer can select only the modules he actually needs. There are
two major system platforms: Network Security and Endpoint Security .

Network Security intercepts data on a protocol level using a traffic -
mirroring device . Searchinform Endpoint  Security uses agents installed
on user workstations.
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SEARCH | NFORM
N ETWORK SECURITY

Searchinform NetworkSecurity is a traffic mirroring platform, i.e. it
processes data not interfering with the existing network processes

It supports the following protocols SMTP, POP3, HTTP(S), IMAP, MAPI, NNTP,
ICQ, XMPP, MMP, MSN, SIP, Gadu -Gadu, and FTP on the level of Local Area
Network .

Also, NetworkSecurity includes:

z

A Module of integration with mail servers that allows extracting
messages directly from corporate mail server.

A Module of SMTP -integration that allow s getting containers of log

reports.

Module of ADController that allows reading log of domain controller

and creating log of changes in the database.

>

This platform incorporates the following

>

Searchinform MailController;

>

SearchInform IMController :

>

Searchin form HTTPController;

>

Searchinform FTPController;

>

Searchinform CloudController;

>

Searchinform ADController.

SEARCHINFERY



Traffic-mirroring swtcx

Router

NetworkSniffer
Softinform Search
AlertCenter

Microsoft SQL server

Clients:
Searchinform Client
AlertCenter

Security officer's workstation

searchinform.com

Internet

Work Principle

Traffic is captured on the level of

network protocols (Mail, HTTP,
IM, FTP, and Cloud). Information

can be filtered by domain names,

computer names, IP and MAC
addresses.

All intercepted messages are
stored in the SQL database which
is indexed by Search Server.
Indexes allow quick search in the

database.

Searchinform AlertCenter checks

if new information matches a
preset search query. Check
schedules and query lis ts are set
up by information  security
officers. If a match is found,
Searchinform  AlertCenter  will
immediately send a noatification
to the person in charge.
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SEARCH | NFORM
ENDPOINT SECURITY

Searchinform EndpointSecurity is a platform that uses agents to

intercept traffic. It provides a dditional control of employees outside
company’'s LAN as they may freely transfer
laptops to third parties. Searchinform EndpointSecurity collects data sent by

users and transfers it to information security officers for analysis as soon as

laptops are connected to LAN again.

Searchinform DLP agents intercept:

-

A Searchinform MailController: all inbound and outbound emails sent
through mail clients and web browsers (possibility to block emails);

A Searchinform IMController: messages s ent over IM clients and
social networks;

A Searchinform SkypeController: voice and text messages, files and
SMS sent with Skype;

A Searchinform DeviceController: data recorded to removable media
(USB -flash, CD/DVD, etc);

A Searchinform FTPController: data sent over FTP;

A Searchinform PrintController: data sent to printing;

A Searchinform LyncController: files, voice and text messages sent
with Microsoft Lync;

A Searchinform MobileController . data sent from or received to

mobile devices running iOS;

A Searchinform Micr ophoneController: conversations of employees
inside or outside the office.

Control and monitor :

A Searchinform FileController: operations with files stored on servers
and in shared network folders;

A Searchinform MonitorController: information displayed on use r
monitors;

A Searchinform ProgramController: user activity in different
applications.

SEARCHINFERY



Work Principle

= £ 2 EndpointSecurity agents shadow
Q Q Q copy printed documents, Skype

L AS . AN S Remote sers messages, data rec orded to
removable media, transmitted
over FTP and displayed on user
A i A screens. Agents also monitor
i i i operations with files and send

& - - ; ® LAN collected data to

EndpointSecurity Server.

\/
‘ The server saves all data to the
database managed by Microsoft
il s SQL Server.
The datab ase is indexed by
Search server which allows fast

database search and documents

i browsing. Indexes are constantly
K ) updated and if a security breach
b is detected Alert Center will

K immediately send a notification

) to the person in charge.

“

8

[ >)

EndpointSniffer
SoftInform Search
AlertCenter

ml

Microsoft SQL server

Clients:
Searchinform Client
AlertCenter

Security officer's workstation
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NetworkSecurity and EndpointSecurity:
Advantages of Both Platforms

Complex approach to information security implies using both platforms:

NetworkSec urity and EndpointSecurity .1 f an agent intercepts
does not, then probably traffic is encrypted and sensitive data may leak

outside your company in encrypted files. If an agent does not intercept data

a “mirror” does, t hesabledwhich algp sequires immediste d i
attention.

SEARCHINFERY



W ORKSTATIONS
| NDEXING SERVER

Search Server indexes new and edited files which makes it available to run
full -text search in them. This feature allows monitoring sensitive data stored
on user PCs.

Data stored on user workstations is indexed after the agents are installed.
The agents log new files and changes made to existing files.

Edited , moved , and deleted files are analysed in real time .

The scope of files indexed by Search Server extends to 100 file types.

SEARCHINFERY



SEARCH | NFORM

ALERT CENTER
SearchInform AlertCenter is the brain center of DLP. It receives data from
all software components. If the database of intercepted documents contains
key words, phrases or text extracts that match a search q uery AlertCenter
will send a notification to information security officers.
Information security policies (alerts) are created in AlertCenter Client.
1o x]
File Search View Tools Actions 2
g":er;:::f; polcies Q Security policies Y, 2_Personal data % Credit cards (RegFx)
:: s:‘:;!r::smments (53(‘;;13; ﬁ[ncidents )/ Xﬁecuritv policy settings |
ey g— i | Szt rteron parameters
@ 3_Companies registration 1) @y Edit criterion 0 Delets criterion | Cperations with criteria ‘ |
Q z_lsrratiuna\tuse of worktime and ... (152 ﬂﬂu;) T oD |
: 6:;;:;;2::;“;:&85 (103(’ 14'1 33 [[@ [credit cards (RegEx) [Regular expressions
@ 7_Thematic dictionaries TR
@, 5_Risk group (anj42)
@ 9_Network architecture [UFRS]
@, Documents control 2
-SRI o] Lt | i
[]; ;:iianme ||7 Enable criterion individual settings ‘
@ Settings [ Ttems to check [ Notification recipients
B [ Event Logs

@ Moy | il Permove from ot & o || Remove from ot

»|E8 k) [ .7 MSniffer®
s |3 [ & [vwenEmanLy

Ho data ta display

Using "sxceptions lists”

3 Add whies st | g ackd black st | g e o

Ho data ta display

& vwene | =

You can use the following search types to retrieve sensitive data:

A Search by key words and phrases (s temming, synonym analysis,
words space);

A Search by full text or text fragments (similar -content search);

A Search with a dictionary (helps find documents containing words of a

specified thematic dictionary);

>

Search by digital prints (comparing intercept ed documents to the
database of known fingerprints);

A Search by the attributes of files and messages (date, size, type, user,
e-mail address, etc.);

A Search by databases;

searchinform.com
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o

>

>

> >

Searching for password  -protected documents;

Complex queries (combining several sim ple queries with the help of
logical operators);
Search by regular expressions (information is filtered based on data

patterns rather than on exact values);

Statistical queries by quantitative indices (number of sent
messages/printed pages/messages in Sky pe, Lync, Viber, IM, etc.);

Search by event sequences or sequences with particular duration
(password guessing, creation of temporary account, temporary
enablement of account, etc.);

Using synonym rows ;
Optical character recognition ;

Searching for files  with changed extension.

SEARCHINFERY



SEARCH | NFORM
D ATA CENTER

Searchinform DataCenter is a part of Searchinform Data Loss Prevention
and used to automatically or manually monitor DLP performance.

DataCenter

>

Monitors DLP services.

>

Controls free disk space allocated for indexes and databases.

>

Automatically creates new indexes and databases, sets interception
parameters, and deletes indexes if certain conditions are met.

>

Synchronises DLP with Active Directory.

>

Restricts access rights to ce  rtain information.

Notifies of certain events or malfunctions.

D' searchInform DataCenter =10 x|

Settings

[ . ; & [ %] 3 8 &

DataCenter Licenses DataCenter Active Access Ermail Agents and Index DB Additional
Client inuse Server Directory rights notifications Components settings Qperations features

DataCenter server Statusd: rl}lnn::'vg, connecked
Start date: 9f14/2016 2:42:25 PM
e ;28,01
Ersian, Last update: 10j14/2016 1132149 AM
= YWENG [127.0.0.1] Version: 2.8.0.1 Status:  connected ==
Q Start:  auto g iz
% SearchInform ADSniffer Version: 6.41.0.2 Status:  stopped
futn sequencing enabled lepliz
~ SearchInform SMTP servers integri Version: 6.41.0.2 Status:  stopped
s Auta sequencing enabled LogLevel

SearchInform ReportCenter Version: 3.19.0.6 Status:  stopped
Log Level
["] Auto sequencing enabled Product services
SearchInform AlertCenter Version: 4.75.107.1 Status:  stopped
[] Autn sequencing enabled et s LogLevel
SearchInform EndpointSniffer Version: 5.33.0.7 Status:  stopped
[] Auta sequencing enabled R s Log Level
i SearchInform Mail servers integrat Version: 6.41,0.2 Status:  stopped
-E [] Auto sequencing enabled Product services LogLevel
SearchInform NetworkSniffer Version: 6.41.0.2 Status:  stopped
[] Autn sequencing enabled iRl Garies LogLevel

S SoftInform Search Server Version: 4,71,200,0 Status:  running
<! [] Auta sequencing enabled e e r— Log Level
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SEARCH | NFORM
REPORT CENTER

Searchinform ReportCenter generates reports providing statistics on user
activity and incidents.

Functionality

> >y D> D>y D> D

A

generating reports based on existing patterns;
patterns library;

possibility to add new patterns;

switching between different report forms;
graphical representation of employees relations;

generating reports and notifications on users and processes activity
during working time;

opening related rep  orts by one click.

Reports give an idea of how employees use their work time and resources,
as well as how they comply with security policies of company:

z

> > > > > > > > D> D> P

most active IM users;

users involved in the biggest amount of incidents;

filtering incidents by user groups and associated security policies;
total time of users work;

total time of processes activity;

total time of web sites activity;

workday duration;

average daily activity of processes run by users;

average daily activity of web sites visited by users X

detailed information on users;

insufficient users activity during working day;

continuous activity of users in applications not related to their direct
working duties;

work time log displays work time statistics of selected users during a

particular i nterval;

SEARCHINF@RM
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>

work schedule violations, e.g. late arrivals, low performance, etc.

>

filtering incidents by dates and months;

>

software installed and changed on user workstations;

>

software installation history;

>

history of agents installation, update, and deleti on.
A number of messages on every computer.
Reports can be generated for all protocols and for each separate protocol. It

will allow security officers to analyse data on incidents faster and more
accurately.

Report can be created in the form of table, di agram, time graph, as well as
relations graph, visualis  ation of relations among users.
@dn-pas-lvor = gl EI
— l&Kmvm‘llsmmvn Crncon. lzmoﬁ;:ammww“:umm .
10.03.2010 I i I 2| [ [ [ 2
Jor.02.2011 2 | [ = | [ [ > 2|l
= —CT Bl HIOIOIEROION 1™ 1 A
11022011 I 5 1P1ATHT08 BepaNL onb0BaTee o 2o | [
13.02.2011 4 i N0 AHam
G |
s i :
L
13.09.2011 |
IWL 16] i =
T O =R OO OIOIE 7 A
) \ Report on user connections, period: from 08/11/2012 to 08/11/2016 B%i
e g wee iy e s B EE Bl |
10032010 o2 %:;Le - Om_ Al
Friendy
: =
2 £ 3 3 o QH“_
i, <> s
i e nw o <, .
10.00.2010 03.02.2011 0 E E / :;iz
e
& &© L=
= &5
G !

It can be useful when investigating data breaches as you can see user
contacts inside and outside the company. Every link has its own color which
shows the number of  messages sent and received. Icons (Skype, mail, etc.)
indicate data channels used to transmit/receive data.

SEARCHINF@RM
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ANALYTICAL MODULE

Analytical module is the most important component of any DLP system. Combined use of
different search types allows achieving max imum efficiency and reducing expenditures
which is extremely important nowadays. Searchinform Data Loss Prevention allows working
with all kinds of sensitive data.

The following search types are supported:

1. Search by words with stemming and synonym analysis . This simplest search type
allows finding documents with queried words and phrases in any word form, their
synonyms, located anywhere in the document

2. Search by phrases with locked word order and limited distance between words .
This search type allows analysing documents by phrases (e.g. "first name - last name") or
fixed definitions and not just separate words

3. Search by attributes . This search type allows finding documents by their attributes
(format, sender name, etc.). You can also use i t to monitor activity of certain domain users,
IP addresses, e -mail addresses, etc.

4. Search by regular expressions. This search type allows tracing all character or word
sequences characteristic say for personal data, financial documents or structured records.
For example, the system will alert you if someone sends a personal record including data

like name, birth date, credit card numbers, phone numbers, etc.

5. Search by digital prints. This type of search  allows identifying groups of confidential
documents and lifting digital fingerprints. The search returns documents containing portions

of text from original groups of confidential documents. The main advantage of this search

type is high running speed.

6. Similar -content search . This search type all ows finding sensitive data even if it was
heavily edited. You can use text fragments or entire documents as queries. The search will

return either identical documents or documents similar in content or meaning. It helps
reducing time expenditures.

7. Compl ex queries . Complex queries include two or more simple search queries combined
with logical operators (  AND, OR, AND NOT) . They are used to resolve irregular search tasks.

SEARCHINF@RM
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User
ldentifica  tion

Integration with Windows domain structure
enables accurate identification of
employees using the following data
channels: e -mail, Skype, ICQ, MSN,
JABBER, Internet message boards or web
blogs, even if they use free e -mail boxes,
nicknames, etc. The p rogram can also
identify employees who print documents or
send them via FTP.

With integration with Windows domain
structure, you will easily identify users by
their domain name even if they use
nicknames.

searchinform.com
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Revealing Malicious
Intents of Insiders

Sometimes employees change extensions
of sensitive documents to deceive security
officers. Other tricks include sending
password protected archives, converting
sensitive files to images, etc.

Solution provided by Searchinform allows

A Optical character recognition .

A Finding password -protected archives
over all possible data leakage
channels.

A Finding files with changed extension.

SEARCHINFERY



Controlling
Laptops

Employees often take corporate laptops
home or on business trips where they can
intentionally or unintentionally expo se
sensitive data to third parties. That is why it

is extremely important to control laptops

even when they are outside corporate
network. All data sent by users is collected

and sent to security officers right after
laptops are connected to corporate LAN
again.

SEARCHINFERY



Controlling Users Activity

Researches prove that a typical office
employee uses from 30 to 70% of his/her
working time for own purposes. Games,
chats, and social networks deprive
employees of a huge amount of time paid

by employers, decrease efficiency and
company’ s competitiven
adherence to the working schedule and
empl oyees’ activity dui

as analysing their work in different
applications helps strengthen security and
encourage employees for more efficient
time usage.

SEARCHINFERY



Data Flows Control

Architecture

All system components have ¢ lient -server architecture.

Server side includes two platforms: NetworkSecurity or EndpointSecurity.
Client side includes applications used to search and view captured data.

Single search -analytical engine allows using all of the above -mentioned
search p ossibilities in full.

SEARCHINFERY



Users can expose sensitive information in
email messages, which is very difficult to
control. Insiders are well aware of this and a
significant share of data leakage goes exactly
this way. At the same time, i t is very difficult
to find anything in the ocean of email
messages.

Searchinform MailController intercepts users'
e-mail traffic on a protocol level or by means
of agents installed on user workstations. All
intercepted messages are indexed which
allows f ast database search.

It transfers all intercepted e -mail messages
(message body and attached files) to SQL
database, indexes them, creating a unique
corporate e -mail archive. Even if your
corporate mail server fails, which is indeed a
very unpleasant situa tion entailing significant

losses, you can use intercepted data as a full
fledged backup of your email base.

searchinform.com

Searchinform
Mail Controller

> > > >

b3

SMTP (outgoing e -malil
over mail client);

POP3 (incoming e -mall
over mail client);

IMAP (including IMAP
Compressed );

MAPI (including RPC over
HTTP);

HTTP(S) (Exchange Web
Services — incoming and
outgoing mail, Kerio
Outlook Connect —
incoming and outgoing

mail, Outlook Web App and
Outlook Web App light -
outgoing mail, Zimbra Web
Client — outgoing mail, as
well as incominga nd
outgoing e -mail of web mail
servers cepBUCOB
yandex.ru, tut.by,

gmail.com, outlook.com,
mail.ru, rambler.ru, office
365, ukr.net, yahoo.com,
gip.ru, Google Sync).

Integration with

A

A

mail servers:  Microsoft
Exchange , Lotus

Domino, etc.;

Microsoft ISA / F orefront
TMG and other proxy

servers working over  ICAP .

SEARCHINF@RM
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Searchinform
IM Controller

. Controlled protocols
Instant messengers and social networks (ICQ, .

Facebook, LinkedIn, etc.) are no longer an
entertainment medium they used to be, but a

full -featured tool for business commu nications
and transfer of valuable information. However,

IM clients may be used by insiders for
malicious purposes, i.e. sending sensitive data

to untrustworthy parties.

OSCAR (ICQ/QIP)

XMPP (Jabber, Google
Talk);

MMP (Mail.ru Agent);

MSN (MSN/Windows Live);
HTTP IM  (Facebook,
Linkedin, Google+, etc.);

SIP (Microsoft Lync, X -Lite,
etc.);

Gadu -Gadu (Gadu-Gadu);
YAHOO (Yahoo
messenger) ;

Viber (Viber desktop);
Microsoft Lync.

Searchinform IMController intercepts
messages sent over popular IM clients.

B> BB P> BB D>

It saves a Il messages to the database where
you can search for data using Searchinform

search engines (morphology, synonyms,
similar -content search, etc.).

You can filter intercepted messages, e.g. view
communication between selected users during
a particular ti  me interval.

SEARCHINF@RM

INFORMATION SECURITY

searchinform.com




Searchinform
HTTP Controller

Social networks and web blogs have been Data sent over HTTP(S) s

rapidly developing in recent years. On the one controlled (POST):

hand, they help you recruit staff, find potential 2 e'”gel‘)i: over web interface;
. web blogs;
business partners, etc. On the other hand, A web forums :
thes e new ways of communication can make A contact forms ;
. . A webchats ;
your business more vulnerable to security A social networks (Facebook,
; Google+, Linkedin, etc.);
threats. Employees cgn use S(?CIal networks, A browser IM clients (ICO,
blogs, and chats for illegal actions and pose MSN, QIP, etc.).
threat to company’ s r € p U Search engine GET requests are
activity. also intercepted.

Searchinform HTTPController int  ercepts files
and messages sent over HTTP, indexes all
intercepted messages and provides full text
search in them. This allows tracking files and
messages sent to web -blogs, chats, via
webmail services or browser IM clients.

With HTTPController, you will be able to
control your staff and their communication
during working hours.

SEARCHINF@RM
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Searchlnform
Skype Controller

Skype has become a full  -featured tool for Searchinform  Skype  Controller
business communication and information penomyercen o aAnA o met

i . i aHanumsa -Shwyapek a:
transfer. It offers traffic encryption which

ATEKCTOBbIX co06
makes Skype one of the most secure

A nepepaBaembix ®
communication channels. A ceaHcosB N o croos
cCBA3 WU,
A SMS-coo6uweHWuii.

However, it may also be a serious threat to a
company. Having a reputation  of being the
most reliable VolP service, Skype is often used
by insiders to transfer sensitive information
outside the company. Trying to protect their
companies from possible data leaks, some
employers just disable  this data channel,
which creates additional obstacles for business
communication.

Searchinform SkypeController is used to
intercept and analyse Skype traffic: voice and
text messages, SMS and files sent over Skype.

SEARCHINF@RM
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Searchinform

Device

Controller

Additional features

The ea siest way to steal sensitive data is to )
copy it from corporate LAN to removable A
media: CD/DVD/USB .

Sure you can block USB/Firewire ports and

di sabl e CD/ DVD burners.. |
best way to protect your information? How will A
it affect your team  and their output? A
Searchinform DeviceController is a software

unit used to intercept data recorded to A
removable media. Intercepted data is saved to

a database where it becomes available for full -

text search and analysis.

to different
scanners,

It also allows restricting access
types of removable media:

modems, printers, or tablets.

searchinform.com

Complete and partial
blocking of data storage
devices, e.g. read -only mode

is allowed while all other
operations are  disabled
(recording, copying, etc.)

White lists of devices to be
trusted

Integration with third party
products (Lumension Device
Control and Symantec DLP)
Control of employees
working time.
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Searchinform
FTP Controller

File Transfer Protocol (FTP) is commonly used FTPController monitors documents
uploaded or downloaded over FTP

to download software, upl  oad websites, and and secure SSL connection.
send files to FTP servers.

FTP servers are popular among users and can
be accessed by virtually anybody including
insiders and careless employees.

Searchinform FTPController allows
intercepting all inbound and outbound FTP

traffic. It saves all intercepted information to a

database and makes it available for further

search and analysis.

SEARCHINFERY



Searchinform
Print Controller

Any employee can pri nt sensitive data and By monitor ing every printed

take it outside the office. Printers can also be document, you can not only
. . prevent data leakages but also

used for private business or personal goals estimate if the printers are used as

that have nothing in common with the working intended.

process.

Searchinform PrintController monitors local

and network printers and discovers sens itive
information in printed documents. It monitors
printed -out documents, indexes them and
sends them to a database.

History feature is supported which means you
can always view who printed the document,
when, and how many copies were made.

SEARCHINF@RM
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MicrophoneController is used to record
conversations in office or on business trips.
Voice is recorded with the help of any
detected micr ophone (headset, laptop,
webcam, etc.) and saved in the database.
You can listen to the recorded data and filter

it by attributes.

This software application is an essential
component  when investigating data
breaches.

searchinform.com

Searchinform
Microphone Controller

MicrophoneController can be
installed on any workstation. Voice
is recorded unnoticed to users.

You can set up the following
modes:

>

recording speech only or all
sounds;

recording voice inside or
outside the office;

when recording voice -
changing upper and lower
values of Voice Activity
Detection algorithm
(recognizing human speech
among backgroun d noise or
silence);

duration of recordings;

level of noise reduction;

list of processes that trigger
recording.

>

b

I I
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Office Internet can be a benefit and harm at the
same time. Users may be tempted to watch
news or entertainment programs and ignore
their work.

Searchinform  MonitorController  intercepts
data displayed on user monitors. The solution
is supplied together with keylogger module
which allows intercepting keyboard strokes.

It captures screenshots at regular intervals,

intercepts key strokes in various applications,

content of clipboard, saves them to a
database managed by Microsoft SQL Server.
You can monitor visual data displayed on one
or several user screens in real time.

searchinform.com

Searchlnform
Monitor Controller +
Keylogger

The product can be installed on any
workstation. Screenshots are
captured unnoticed to users.

MonitorController and Keylogger
helps understand whether
employees waste their time at work
or not, as well as how they comply
with security policies of company.

LiveView mode allows controlling
monitors of one or several
employees inreal -time.

KeyLogger allows monitoring text
information from the clipboard.

SEARCHINF@RM
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Searchinform
File Controller

File servers store a large number of FileController monitors the

documents  including  confidential  ones. following  operations:  creating,
.. reading, recording, deleting,

Employees may get accgss to sensitive data renaming, and running.

and expose it to third parties.

Files are monitored on the level of
FileController logs any operations with files by file servers and user workstations.
means of agents installed on user
works tations (opening, copying, changing,
etc.).

SEARCHINF@RM
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Searchinform
Cloud Controller

Toda y ' g pyo FDU Iclaudi &ervices is Searchinform CloudController is
. . . . used to monitor incoming and
explained by ongoing growth of information outgoing data of cloud services. I
technologies and higher Internet speeds. Data supports the following service  s:
stored in cloud is available to users no matter ]
] ] A Google Docs
where they are and what devices with Internet A OneDrive
A Office 365
access they use. A Dropbox
A Evernote
Advantages of such services ar e obvious. A" Yandex Disk
. . . A cloud.mail.ru
Employers can easily imagine amounts of A iCloud Drive
money that can be saved on equipping their A DropMeFiles
. . A Amazon S3
employees with computers, buying software A Also when clients use

licenses and paying to IT experts. Google Drive Client,
Dropbox Client, Yandex
Drive Client, Mail.ru Client,

However, your information is stored on a Evernote Client, OneDrive
remote computer. Although all services are Client.

doing everything to keep your data Files sent via MS SharePoint are
confidential, nobody guarantees protection also controlled.

from data leaks ensured by your own

employees.
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Monitoring and analysing Active Directory
events allows detecting suspicious activity of
system administrators. Three factors need to

be taken into account to ensure maximum

level of efficiency.

Firstly, it is extremely important to log only
important events (adding/deleting users,
changing account status, unsuccessful logins,
etc.) and not all events.

Secondly, the more computers are controlled
the more even ts will be logged. That is the
time when manual data analysis becomes
inefficient and an urgent need in automated
process arises.

Thirdly, captured data should be protected
from deletion, as system administrator may
clear security logs at any time.

searchinform.com

Searchinform
AD Controller

Searchinform ADController
detects and saves to its own
database only those events that
pose potential threat to information
security, i.e.

A login attempts (including
unsuccessful ones);

logouts ;
creating /deleting accounts ;

pol S

account changes (password
reset,
activation/deactivation);

>

changing account status in
groups;

blocking account when
maximum number of
authorization attempts is
reached;

>

>

clearing domain controller
security log;

change of group type;
start/close of Windows;
change of system time;
clearing s ecurity log, audit
log on the domain
controller;

reconnecting to
workstation; etc.

I B

>
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Probably every employer would like to know
how much time employees spend on work,
why and how often they browse web content,
what emails they send, etc. T his information
can give a basic idea of staff loyalty and
diligence.

Searchinform ProgramController is used to
monitor user activity in launched applications
and on web sites during the work day. The
captured data is saved to a database after
which it be comes available for search and
analysis.

Searchinform
Program Controller

ProgramController can be
installed on any
workstation.

Activity is monitored in
stealth mode.

It is possible to monitor
particular process es and
web -resources

Search of captured data by
user, computer, MAC and
IP address, processes, etc.
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DLP Advantages

DLP is developed to work in large corporate environments. It has the following advantages:

A Easy to integrate. DLP can be deployed in a company within several hours. Our
customers won't need any outside help to do i
show sensitive documents to third p arties .

A End -to -end solution. DLP controls all data channels in a company.

Multicomponent architecture allows selecting only those units you really need.

A Full control of information sent by Skype (voice and text messages, SMS and

files).

Laptop control. LaptopController is the only solution to monitor user activity

outside the office  — home or on business trips

Integration with Windows domain structure.

Powerful analytical module helps quickly and efficiently tune notification

system without the help of third parties. Minimum labor expenditures are needed

to analyse data flows. Proprietary similar -content search allows finding

documents similar to the original in content and meaning.

A User relations chart allows automatic detection and analysis of use r relations in
and outside the office. This feature is crucial when making internal investigations.

A User access rights differentiation. Setting up permissions to access
intercepted data.

A Workstations and shared folders control. This feature allows findi  ng sensitive
data where it should not be stored.

A Database of intercepted documents. Database allows restoring the sequence

of events in the past

Own deployment department and training center . Rich experience of

working with more than 1500 different compa nies helps quickly create unique

security policies sets for your type of business.

>

> >

>\
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CONTACT DETAILS

Head office (Moscow)

Address:  8/1 Skatertnyi pereulok, building 1, offices 1 -12, Moscow
Phones:

+7 (495) 721 -84-06

+7 (499) 703 -04-57

E- mail:

General information  — info@searchinform.ru

Mass media — t.novikova@searchinform.ru

Training Center
Phone:
+7 (495) 721 -84 -06, ext. 120, 138

Novosibirsk Belarus
'i‘gg r(la\lss: ﬁ 1kVIad|m|rovskaya, office Address: 30 Izmailovskaya str., Minsk
Pho,ne'OVOSI Irs Phone: +375 (29) 649 -77-79

E-mail: ab@searchinform.ru

+7 (495) 721 -84-06
E-mail: n.sorokin@searchinform.ru

Ukraine
. Address:  33-37 Glubochitskaya str.,
Yekaernbuo office 206 Kiev
Address: 24 S.D eryabonoy, office 801, :
Yekaterinbur Phones:
Phone: g +38 (067) 476 -15-18
+7 (495) 721 -84-06, extension number +38 (044) 592 -86-13 _
105 or 117 E-mail: a.bugaenko@searchinform.ru

+7(343) 344 -50-88
+7(343) 344 -51-38

. . Kh rov k
E-mail: a.popov@searchinform.ru abarovs

Address : 54 Pushkina str., office 403
Phone: +7 (421) 247 -59-92
E-mail: d.kirilenok@searchinform.ru

Kazan

Address: 57 B Ostrovskogo, office 301 -

302, Kfﬂan Kazakhstan

Phone: !

+7 (495) 721 -84-06, extension number Address : 84 Auezova str., office 200,
112 or 126 Almaty

+7(843) 212 -43-12 Phong D47 (727) 222 -17-9'_5
+7(843) 212 -43-13 E-mail: g.stelchenko@searchinform.ru

+7 (927) 600 -53-07
E-mail: t.latushkina@searchinform.ru

Saint -Petersburg

Address: 27A Kolomjazh skiy pr, office
27N, Saint -Petersburg

Phone: + 7(812)309 -73-35
E-mail: e.judov@searchinform.ru
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